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New Multi-Factor Authentication
Summer 2024

Who will be affected?
• ABE Customers
• ABE Provider Portal 

users
• Integrated Eligibility 

System (IES) Provider 
users

Why are we changing?
• Improved protection of 

private information
• Easier account and 

password recovery
• Consistency across 

multiple state systems



Two Login Processes

ILogin - for ABE Customers

IL Partner  - for ABE Provider 
Portal & IES External Providers 



ILPARTNER – for ABE 
Partners



How Will This Change Login? 
• User ID will be an email address instead of a self-chosen user ID. Use of an email address 

instead of a self-chosen ID, allows the user to reset or change their password when 
forgotten or compromised, and eliminates the current process of creating multiple 
accounts and user IDs. Providers will be required to use their work email as the user ID 
for ABE.

• ILPartner is a 1 email = 1 account security process! NO SHARED MAILBOXES!
• Some ABE Provider Portal users may have multiple accounts due to forgotten passwords 

or secret questions, account malfunction, different locations, or different functionalities in 
ABE.

• All Provider Portal accounts will be merged into a single account even if you have 
different accounts for different functions. Users will now be allowed to choose multiple 
functions when creating a new ABE account. 



Authorized Representative/Approved Rep
• If you are an Authorized Representative, also called Approved Representative, for multiple 

people using 1 email, you will need to create different emails for each individual if you will 
want to manage benefits for them in the customer ABE MMC portal. You will follow the 
customer process as outline later in this deck, and you will enter current User ID and Password.  
LTC Providers can still submit redes through the LTC Provider Portal account too. 

• If you have an Application Agent provider portal account*, you can submit many application 
using your single email account. You are still able to submit an Authorized Representative 
document for those applications in order to receive mail for those accounts. 

• We are exploring enhancements to accommodate for Authorized Representatives managing 
multiple individuals. 

*Please note, It can take 30-45 days to be approved as an HFS Application Agent 



Go-Live Day
• On the Go Live date for our new ILPartner login process, active ABE users, meaning those 

that have logged into the system within the last 6 months, will receive an email from the State 
of Illinois requiring them to begin the process of creating their new ILPartner account. 

• This email will include an activation link with instructions on how to complete the ILPartner 
account creation. The email link will be valid for 7 days only!

• After the initial mass migration of users, this process will be triggered when the (P)ASA at 
your organization sends a 1706P request to your HFS Liaison. The HFS Liaison will request 
account creation which will trigger the email to the end user. 

• Later in 2024, we expect to launch a new request and tracking system called SecZetta.  



Activation Link
The email received will have your User ID 
(work email) included. A public domain 
email cannot be used for the ABE 
Provider Portal or the IES External 
Worker Portal. Click on the Activate 
ILPartner Account link to begin account 
creation. New users will need to register in 
ABE after signing in with their ILPartner 
account. New users will need the 
organization provider ID number to 
complete the registration process. 

The email link will be valid for 7 days only!



Already Have an ILPartner  Account?

If you already have an ILPartner account, 
the ABE Application will be added to that 
account when a request is sent from HFS to 
the ILPartner Support Team.  You will 
receive an email confirming that it has been 
added. If you are new to ABE, you will need 
to register in the ABE Provider Portal and 
be approved by an administrator to 
complete the ABE access process before 
completing tasks in ABE.   



Creating an 
ILPartner 
Account

First create a password 
using the criteria specified. 
Next you will select your 
MFA method for your IL 
Partner Account. It is best 
practice to create two MFA 
methods so if one fails or is 
not available, the other can 
be used.



Account Complete!
• Once MFA methods have been chosen, the IL Partner account creation process is complete, 

and the ABE application is added to your IL Partner account. This IL Partner account can be 
used for other State of Illinois's applications that use IL Partner as a login method – such as 
IMPACT or IES, if you are using the same email. If you already have an ILPartner account
using the same email, you will get a different activation email.

• The organization Primary Agency Security Administrator will still need to submit the 
Request for Primary Agency Security Administrator Approval for new organizations, this 
will alert your HFS Liaison to send the account activation email. You will also need to 
submit all names of users you will want added to ABE to your HFS Liaison 

• In the future we will be adding a new tracking system where requests will be submitted for 
all new users, and this is what will trigger ABE or IES account creation.

https://hfs.illinois.gov/medicalproviders/abe_asa.html


Logging into ABE after Account Creation

If this is a first-time ABE user, the user 
will choose ABE Provider Registration. 
They will complete ILPartner login and 
then the ABE Registration page.  

Existing users will choose, ABE 
Provider Login. They will 
complete ILPartner login and 
arrive on the ABE Provider 
Landing page. 



Login After Setup:
On ABE screen click on ABE Provider 
Login
then click on ABE Sign In; you will be 
taken to IL Partner for Login

Enter Email
Enter Password

Security Method Chosen

Enter Code Received



New User Registration Screen

Only 2 sections 

No More Secret Questions! 



Troubleshooting

What if I let my email expire?
If you miss the activation seven-day window and your email verification link or account activation 
link no longer work, please contact Report a Problem.

What if I forgot my password?
During the ILPartner login process, expand the "Need Help?" and click on the "Forgot your    
password?" link. You will be asked to enter your current email address/Username and select a 
security option to verify your identity (SMS, Voice Call, or Email). The system will then prompt you 
for your new password. Once your new password has been accepted, you will perform the MFA 
method you chose and then you will be able to login.

https://www2.illinois.gov/sites/ilogin/Pages/Contact-Us.aspx


ILogin – for ABE 
Customers



Preparing Customers
• What if a customer does not have an email address?

• There are several email providers who offer free email accounts. Please note that these 
providers are not partners with the State of Illinois, and email messages are not stored in 
State of Illinois systems:

• Gmail: https://www.google.com/gmail/about

• Yahoo Mail: https://login.yahoo.com/account/create

• Microsoft Live Hotmail:https://outlook.live.com/owa

What about customers that do not have and do not want an email? 

• Refer to HFS Application Agents that can submit apps via the Provider Portal, use paper 
applications, call(800) 843-6154 or go to a Family Community Resource Center

Users who do not have email account will not be able to establish an ILogin account. Customers will not 
be permitted to continue to use their current ABE Profile after the transition.

https://hfs.illinois.gov/content/dam/soi/en/web/hfs/medicalprograms/allkids/akaa/documents/akaa_search.pdf
https://www.dhs.state.il.us/page.aspx?item=33698
https://www.dhs.state.il.us/page.aspx?item=33698
https://www.dhs.state.il.us/page.aspx?module=12


Customers:

From ABE.Illinois.gov choose:
Apply for Benefits
Login
Manage My Case 

Watch the ABE banner for a link to more 
information and Q & A!



First time Login: ILogin and ABE
Initial access and setup will be a 3-step process: Create, Connect, Choose.
Create and Connect is required one time only. After the Create and Connect processes are 
complete, a returning user will choose ABE Sign In. To begin, click on Create an ILOGIN 
Account I do not have an ILogin account with State of Illinois.



Create an ILogin Account 

1. ILogin account creation 
page displays and 
customer enters 
information.
2.Email is sent for 
verification 
3. Code is received and  
entered, or link leads 
them back to ILogin.
4. Customer chooses 
security method in ILogin 
and clicks continue. 

1

2.

3.

4.



Connect ILogin Account to ABE

User enters known User ID and 
Password or clicks on link in blue if 
they have never had or do not 
remember ABE login information.

• After ILogin Account creation user returns to 
ABE Access screen.

• Next step is to Connect an ABE Profile

• Note: the ILogin option is greyed out since the 
user is logged in.



Choose MMC Activity

**Manage My Case will continue to require account linking and Identity Proofing.

After the ILogin account is created and connected to an ABE Profile, the customer can choose an activity



Logging in Later
The customer will choose the last button on the login 
screen. This will take the user to the ILogin page



Next the customer will enter password, use security method, then click 
verify to go back to ABE : 

Enter Password Enter Code Received

After login and MFA 
Choose what you want to 
do in ABE 



• HFS Application Agents



HFS Application Agents Definition 

• HFS Application Agents are staff at community-based 
organizations, health and hospital systems, LTC Facilities and 
other social service agencies that have ongoing contact with 
persons likely to be eligible for medical coverage under the State 
of Illinois Medicaid Program. They can provide outreach, 
education, and technical assistance for new applications, Manage 
My Case, and redeterminations.



HFS AA Agencies Qualifications 

• Facilities licensed under the Nursing Home Care Act, the ID/DD Community Care Act, or the 
MC/DD Act or certified under this Code.

• Medicaid enrolled Providers including Hospitals
• County departments and local governmental units
• Schools, youth service agencies, employer, labor unions, local chamber of commerce, and 

community-based organizations
• Other categories as approved by the Department



Requirements

HFSAAs must be:

• An approved organization type
• A Provider in good standing with the State of 

Illinois
• Certified with the State Comptroller's Office
• Have a state license if an Insurance 

Agent/Agency



New Requirements and Forms 

• New requirements include:
 An Application Agent Agreement – Legal Agreement between HFS and Agency

 A Business Associate Agreement – Covers HIPAA security requirements

 A W-9 Form – Business Form required to register as a Provider in the HFS’ IMPACT system.

 Completion of a Business Profile Form- collect information regarding the primary business

 Completion of an Operations and Location Form- collects information regarding Application Agent 
Staff

• New organizations: Complete and submit a Request to become an HFS Application 
Agent to start the process to join our team!

Agreements and W-9 should be submitted to HFS.ApplicationAssisters@illinois.gov

https://hfs.illinois.gov/content/dam/soi/en/web/hfs/medicalprograms/allkids/akaa/documents/applicationagentagreement.pdf
https://hfs.illinois.gov/content/dam/soi/en/web/hfs/medicalprograms/allkids/akaa/documents/busassocagmtwithcontracthfsonly.pdf
https://iemaohs.illinois.gov/content/dam/soi/en/web/iema/ittf/documents/w-9.pdf
https://forms.office.com/pages/designpagev2.aspx?lang=en-US&origin=OfficeDotCom&route=Start&subpage=design&id=nwgia7qOPEaE9TFxIQ-QBTra1J__1gFJivnM6zTFLr9UQVVWVlpSTlFRVTFDVU5aNkxJOTNPTlNEVC4u&analysis=false&branchingelementid=rd6d74f2b8edd4b7587c324ecb358279e&wdlor=c7CDB90FB-5532-4EBF-921F-085C7A3D9ED3
https://forms.office.com/pages/designpagev2.aspx?lang=en-US&origin=OfficeDotCom&route=Start&subpage=design&id=nwgia7qOPEaE9TFxIQ-QBTra1J__1gFJivnM6zTFLr9UM0NPSERTUlNQWDRRSFlTWENDMlYyUVBNVS4u&analysis=false
https://hfs.illinois.gov/content/dam/soi/en/web/hfs/medicalprograms/allkids/akaa/documents/akaarequestform.pdf
https://hfs.illinois.gov/content/dam/soi/en/web/hfs/medicalprograms/allkids/akaa/documents/akaarequestform.pdf


Application Agent Functions
• Application Agent Responsibilities:
• Submit and track  new applications for medical, SNAP, or Cash Assistance 

through the ABE Provider Portal 
• Check/ view the status of submitted applications
• Create an ABE or MCC Account with applicants

• Provide Medicaid outreach material 

• Access Medi simple Eligibility screen



Helpful Phone Numbers and Links
• Provider Hotline ……………………………………………...1-800-842-1461

• DHS Helpline (for non MPE/FP phone applications or 
other questions/assistance) ………………………………...1-800-843-6154

• IMPACT Help Line …………...………………………………1-877-782-5565 If you have questions 
about enrollment or need assistance, call 1-877-782-5565, select option 1 for English, option 2 
for Providers and option 1 for IMPACT Enrollment staff.   

• Provid HFS.ABEpartnerportal@illinois.gov

• Central Scan Unit Fax number ………………………………1-844-736-3563
• CSU LTC       …………………………………………………. 217-557-4965

mailto:HFS.ABEpartnerportal@illinois.gov


Question?
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